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Approval Process (Network & Security)

VPN TUNNEL CONFIGURATION POLICY WITH BCC

Request Section








Date: 13/10/2021
Requester Name
 :  
Department

 :  
Designation

 :  
Mobile Number
 :  
Email ID

 :  
Department Head
 :  
Business Justification  :   
	VPN Pre-Configurations Form Details

	 

	Bangladesh Computer Council (BCC)
	 
	 

	 

	BCC END VPN Details
	
	Customer END VPN Details

	
	
	

	VPN Parameters
	
	VPN Parameters

	Equipment type
	Huawei USG 6655E
	
	Equipment type
	

	VPN Peer IP Address
	X.X.X.X
	
	VPN Peer IP Address
	

	Encryption Domain
	 
	
	Encryption Domain
	

	 ISAKMP Parameters
	
	 ISAKMP Parameters 

	Authentication Method
	pre-share
	
	Authentication Method
	

	Pre-Shared Key
	(Shared over SMS)
	
	Pre-Shared Key
	

	Authentication Algorithm
	SHA256
	
	Authentication Algorithm
	

	IKE Version
	V1/V2
	
	IKE Version
	

	Encryption Algorithm
	AES 256
	
	Encryption Algorithm
	

	DH-Group ( 1/2/5 )
	Group 16/14
	
	DH-Group ( 1/2/5 )
	

	Life Time ( Seconds )
	86400
	
	Life Time ( Seconds )
	

	Life Time ( KB )
	NA
	
	Life Time ( KB )
	

	Mode (Aggressive/Main)
	Main
	
	Mode (Aggressive/Main)
	

	 IPSEC Parameters 
	
	 IPSEC Parameters 

	Encapsulation Protocol
	ESP 
	
	Encapsulation Protocol
	

	Encryption Algorithm
	AES 256
	
	Encryption Algorithm
	

	Authentication Algorithm
	SHA 256
	
	Authentication Algorithm
	

	PFS / DH-group
	PFS Disabled
	
	PFS / DH-group
	

	Life Time ( Seconds )
	28800
	
	Life Time ( Seconds )
	

	Life Time ( KB )
	NA
	
	Life Time ( KB )
	

	Encapsulation Mode
	IPSec
	
	Encapsulation Mode
	

	
	
	
	
	

	
	
	
	
	

	 BCC Technical Contact Information (1st Level)
	
	Customer Technical Contact Information (1st Level)

	Name:
	Md. Saleh Ahmed
	
	Name:
	

	Designation:
	Operation Manager
	
	Designation:
	

	Email:
	saleh.ahmed@bcc.gov.bd
	
	Email:
	

	Mobile#
	+8801787689975
	
	Mobile#
	

	
	
	
	
	

	 BCC Technical Contact Information (2nd Level)
	
	Customer Technical Contact Information (2nd Level)

	Name:
	Hasan Uj Jaman
	
	Name:
	

	Designation:
	Architect (Enterprise & Data Center)
	
	Designation:
	

	Email:
	hasan.jaman@bcc.gov.bd
	
	Email:
	

	Mobile#
	01760403336
	
	Mobile#
	


	GRE TUNNEL IP Information
	Peer Devices Physical IP Info:

	GRE Tunnel Interface IP: 172.19.X.X (BCC End)

GRE Tunnel Interface IP: 172.19.X.Y (Customer End)

Tunnel Protocol: GRE
MTU: 1476
	BCC End: 
Customer End: 



Firewall Policy Details (LAN to LAN Communication)

	SI No
	Source IP
	Destination IP 
	Service/
Application Name
	Protocol
	Ports

	1.
	
	
	
	
	

	2.
	
	
	
	
	

	3.
	
	
	
	
	

	4.
	
	
	
	
	


Approval Section

	Requester Signature with Seal
	
	Approver Signature with Seal 

(Usually Head of IT/Department)
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