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1. Necessary CA Certificate related software and pre-requisite software 

download link  

Pre-requisite Software:  

1. BCC CA Client 

2. Windows Operating System Based Work Station  

3. BCC CA Certificate Installer  

4. UniVPN-win-full-10781.5.0.0825 (vpn client software) 

 

Required software Download link: 

1. BCC CA Client: https://www.bcc-ca.gov.bd/media/content/5001 

2. BCC CA Certificate Installer: https://www.bcc-ca.gov.bd/media/content/10019   

3. UniVPN Client download links 
Windows: https://drive.egovcloud.gov.bd/index.php/s/opN7TJJMjzbGQrq?path=%2FWindows 

Instructions:  

1. Required software must be downloaded and installed in the machine or terminal or laptop 

from where customer need to access NDC services  

 

 

 

 

https://www.bcc-ca.gov.bd/media/content/5001
https://www.bcc-ca.gov.bd/media/content/10019
https://drive.egovcloud.gov.bd/index.php/s/opN7TJJMjzbGQrq?path=%2FWindows


2. CA certificate expiry notification  

 

BCC NDC Team is using 2 factor Authentication to securing vpn tunnel connection.  

• SSL certificate (type-II) 

• Vpn authentication for every single vpn user 

 

 
 

After enrollment customer can use the CA certificate for 1 year. BCC CA SSL certificate 

type-II is used to ensure NDC VPN client security.  

After 1-year of usage, customer will get notification in the last 30 days through email 

from BCC CA about certificate expiration.  

 

 

 

 

 

 

 

 



3. Update Enrollment  

BCC CA Login Link : https://bcc-ca.gov.bd/login 

 

Login to above BCC CA site with his existing registered Email and credentials.   

Pre-requisite for BCC CA Certificate Renewal:  

 

 Existing BCC CA customer can do renewal certificate 

 Customer must have a registration in BCC CA Site with his Government Email ID  

 After getting the existing BCC CA Certificate type-II expiration email notification 

customer can apply for renewal the Certificate  

 Customer need to do renew his certificate every year with his new promo-code 

 Customer will get notification of Certificate Expiration before 30 days of expiry 

 If certificate is destroyed in any unwanted (OS Crush/mistakenly delete the 

certificate/lost the device) situation, then customer need to apply for a new certificate  

 Customer need to install the certificate in windows work station  

 

 

 

 

 

 

 

 

 

https://bcc-ca.gov.bd/login


After successfully login to BCC-CA site. Go to Home>Enrollments option like below image 

From the above image you can apply for renew the existing CA Certificate type-II. In the below 

image Serial No 62624 is an existing application which is about to expire. In the right side of 

Serial No 62624 in Action area you’ll get option to apply for Renew CA certificate type-II. Click 

the Renew option to renew your certificate  

 

 

After clicking the Renew button a confirmation message will appear in the system like below 

screenshot 

 

 

 

 



After confirming the message box by clicking Yes button a New PassPhrase option will appear 

like below screenshot: 

 

In the above Renew Certificate dialog BOX in this case Serial # 62624 input 4-digit numeric 

digit as a New PassPhrase and also repeat the same 4-digit numeric digit Confirm PassPhrase to 

renew the certificate. After set the PassPhrase click Submit button to finish the task. 

After submitting the renewal certificate, system will appear to verify the customer NID and Date 

of Birth. Please input your NID number in National Identity Number(NID)* field and inputting 

Date of Birth according to NID in Date of Birth* Area, customer need to upload a profile picture 

in the system and also need to click Submit button to finish the task. 

 

 

After submitting for NID verification, click the Renew button to complete the process. 



 

After Renewal process, a confirmation message(in here click Yes to finish the task) will appear 

to generate Pk file.

 

After submitting for successful application Generate PK option will appear. You’ve to do this 

operation in machine where you want to install the vpn.  

 

Note: Before Generating PK file you need to install BCC CA Client software in that machine.  

Now to generate Key-Pair click Yes button to confirm the request.  

 

After generating the PK file in the system a successful message will appear like below dialog 

box 

 

 

 

 

 

 

 



4. Payment Process 

After successful PK file generation customer will get an email to pay the bill for renewal 

enrollment.  

 

Now go to Home>Enrollments option like below image enrollment request in Action area, click 

the Payment option to pay the bill for renewal. 

 

 

 

 

 

 

 

 

 

 

 

 

 



5. Payment Option:  

You’ll get two option to pay like below screenshot after clicking Payment method from above 

screenshot 

a) Pay Online (red marked in below screenshot) 

b) BCC Payment Code (green marked in below screenshot) 

 

 

 

 

 

 

 

 

 



b) BCC Payment Code (green marked in below screenshot) 

If customer want to pay the bill manually in bank through cash payment or cheque payment, 

then you should select this option to update your payment.  

SSL certificate price list:  https://www.bcc-ca.gov.bd/media/content/10015  

 

Class Certificate 

Type 

Usage Digital Certificate 

Purchase Rate 

Category  

Class 2 Organization SSL Client 

Certificate 

500  only for Government Employee 

Class 2 Organization SSL Client 

Certificate 

3000  for other Employee 

** VAT(5%) and TAX(10%) will be applicable with SSL certificate price 

Payment information to do payment through manual process(cash or bank-cheque)  

Bank Account Name Bangladesh Computer Council CA 

Bank Account Number 002011100005675 

Bank Information  Southeast Bank Limited, Agargaon, Sher-e-Bangla Nagar, Dhaka 

After doing the payment to bank, you need to mail the scanned copy of bank receipt to 

support@bcc-ca.gov.bd to get promo-code from BCC CA department.  

After getting the promo-code from BCC CA department you’ll get notification through email 

from smtp-ca@bcc-ca.gov.bd .  

 

 
 

 

 

 

 

https://www.bcc-ca.gov.bd/media/content/10015
mailto:support@bcc-ca.gov.bd
mailto:smtp-ca@bcc-ca.gov.bd


Login to BCC-CA site with your user and credentials.  

 

For promo-code collection  

Promo-code link : https://www.bcc-ca.gov.bd/account/my-promos  

 

 

 

 

 

 

https://www.bcc-ca.gov.bd/account/my-promos


From Payment Codes copy unused Promo Code and then apply in below page Validation 

Code(Promo Code)* like below image- 

 
Also upload the bank receipt in the Upload Attachment or File area. After that press submit 

button to finish the submission task and you’ll get the email notification about VA approval for 

the payment like below screenshot- 

 

 

 

 

 

 

 

 



After VA approval your enrollment is successfully and you’ll get notification through email.  

 

After paying the bill below BCC-CA payment notification will be updated in the BCC-CA 

portal. 

 
 

After Registration Authority(RA) approval your certificate is ready to download and install  

 

 

 

 

 

 

 

 

 



 

Download and install the certificate in local machine where your UniVPN Client is already 

installed.  

 

After installation you can check the new certificate by using below method –  

Step -1 . press windows button+R from your keyboard button  

Step -2 . then type certmgr.msc command and press enter like below screenshot  

 
Step -3 . in the Certificates –Current User dialog box , select Personal and check your certificate 

name which is issued by BCC CA team   

 



Also open NDC VPN Client UniVPN  in your machine and you’ll find your certificate like below 

screenshot  

 

Now you need the credentials for your vpn user. To create the VPN user and credentials need to 

mail the NDC vpn activation team .  

Mail to datacenter mail (datacenter@bcc.gov.bd) by mentioning your CN or certificate Name 

and Service IP .  

You’ll get the credentials from datacenter@bcc.gov.bd after creating the vpn user .  
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For Online Payment Select BCC Payment Code Option Pay Online through SSL Commerz®  

(Please check below screenshot red marked box option) 

 

From Pay Online you’ll also 3 more option to pay the ca certificate bill 

 Pay through Cards (VISA/Mastercard) 

 Pay through Mobile Banking (bkash/rocket/nogod) 

 Pay through Net Banking (internet banking) 

 

 



 

 

Rest of certificate download and installation procedure are same like previous method.  


